Rootkit is one of the most important issues of network communication systems, which is related to the security and privacy of Internet users. Because of the existence of the back door of the operating system, a hacker can use rootkit to attack and invade other people's computers and thus he can capture passwords and message traffic to and from these computers easily. With the development of the rootkit technology, its applications are more and more extensive and it becomes increasingly difficult to detect it. In addition, for various reasons such as trade secrets, being difficult to be developed, and so on, the rootkit detection technology information and effective tools are still relatively scarce. In this paper, based on the in-depth analysis of the rootkit detection technology, a new kind of the rootkit detection structure is designed and a new method (software), X-Anti, is proposed. Test results show that software designed based on structure proposed is much more efficient than any other rootkit detection software.
Introduction
Rootkit appeared in the 20th century, the early 1990s. In February 1994, the term "rootkit" is first used in a security advisory report, CA-1994-01, which is designed by CERT/CC (Computer Emergency Response Team/Coordination Center) and whose name is "Ongoing Network Monitoring Attacks". The updated time of the security advisory report is September 19, 1997. From the appearance of the rootkit, the rootkit technology develops very fast and its applications are more and more extensive and it becomes increasingly difficult to detect it. The precise definition of the rootkit is still a controversial topic at present. But no matter whatever the definition it is, the main function of the rootkit is being used to hide elements of the systems. In this paper, the definition in the book [1] will be used. The definition is as follows: rootkit is a set of procedures or codes which are used to hide the code modules, files, registry entries, etc. This definition is agreed by some leading researchers of the rootkit, such as Greg Hoglund and Mark Russinovich.
As the rootkit uses the deep hidden techniques, the traditional anti-virus software based on file system filter has been difficult to detect its presence, which means as long as the rootkit has been installed in the operating systems, the general anti-virus software cannot find the existence of the rootkit at all. Therefore, as long as any Trojan is attached with the rootkit, anti-virus software will have no ability to detect its presence. It is no doubt that the rootkit has become the most intractable problem and a threat to the security of information systems. It seems like that there is a silent battle between the rootkit and its detection technology. In recent years, many security vendors and security organizations actively participate in this battle, including the well-known security firms such as F-Secure, Trend Micro, Mcaffe, etc. Microsoft also considers the rootkit as its primary threat to its system security and the researchers actively do lots of researches and a lot of work to let the users get the knowledge of the rootkit.
The occurrence of Sony Rootkit makes the popularity of the term "Rootkit" go to an unprecedented height, whether professional or non-professional security people are all involved in the discussion and research of the rootkit. After this event, a series of rootkit threats have been recognized and research on the rootkit detection has become a very pressing security need. As a system security provider, it will be very meaningful and necessary to have advanced rootkit detection technology. Only implementing system security policy enforcement on "clean" systems, can the system security provider really protect the security of their system.
At present, there are some famous rootkits such as NT Rootkit, hxdef, FU, etc. Greg Hoglund thinks that NT Rootkit is the first rootkit aimed to Windows. After that, its creators released loglund hxdef (Hacker Defender), which became one of the most popular rootkits quickly. The realization of the above two rootkits is based on the general hook technology. But the new generation of rootkit, FU, is based on DKOM (Direct Kernel Object Manipulation), which quickly revolutionized the design. F-Secure's Blacklight has been at the forefront of the rootkit detection technologies [2] . The early versions of Blacklight use handle table link to enumerate the information such as the processes and detect a number of rootkits based on hook technology. Afterward, PJF launched a more comprehensive and effective software, Icesword, which can detect almost all the rootkits successfully at that time [3] . Besides Blacklight and Icesword, there are also some other rootkit detection tools, such as GMER [4] and Rootkit Revealer [5] . Although these tools can detect some rootkits, all of them have some drawbacks. The main reason is that they are all based on a single approach to detect the rootkit. In fact, the detection effect of this kind of rootkit detection software depends on the uncertainty of its detection method, and does not rely on the effectiveness of it. Peter Silberman and C.H.A.O.S point out that the robustness of any rootkit detection tool based on a single approach is not strong [6] . Also, in recent years, due to the emergence of new rootkit, many general rootkit detection technologies become useless and so the new rootkit has become a high security threat to the users. New tools have to be developed to detect the new rootkit. In this paper, based on the in-depth analysis of rootkit detection technology, a new kind of rootkit detection structure is designed and a new method (software), X-Anti, is proposed.
Rootkit detection technology
As mentioned in Section I, the existing rootkit detection methods are almost all based on a single approach. There are some detection technologies as follows:
A. UserMode rootkit technology
Early Windows rootkit such as Hxdef100 uses UserMode technology. UserMode refers to the current processor mode being at privilege level 3, and at this time applications are not able to access the core memory and privileged I/O. Rootkit using UserMode technology cannot modify kernel data structures, and almost all of them are based on hook technology to hide themselves. UserMode processes are usually the PE format files. PE format files exist in a IAT (Import Address Table) , which is responsible for filling the function address into the table when the PE files are loading into the memory. At this time, if the rootkit uses IAT hook technology, it can modify the jump address, so that the function will run the rootkit code before it jumps to the real point of program execution. Therefore, the rootkit is hidden and users cannot find it.
B. DKOM (Direct Kernel Object Manipulation)
DKOM, which means the rootkit can be hidden by modifying the kernel object directly. The detailed hiding process of the process and the driver is shown in Fig.1 . When the technology is used to hide the process, it only needs to achieve the element which is pointed by the variable PsActiveProcessHead, and then find the process to be hidden and hide it. Likewise, when the technology is used to hide the driver, it only needs to achieve the element which is pointed by the variable PspLoadedModuleList, and then find the driver to be hidden and hide it.
C. DKOM
DKOM is a kind of the rootkit technology which is based on table data structure. The so-called table data structure is handle table data structure in Windows NT. This kind of table data structure can be used by the rootkit to hide itself. This kind of technology is mainly used to hide the process.
D. Rootkit technology based on Kernel Mode Hook
The program running in Kernel Mode can modify the address of the kernel mode, which can form a lot of hook types, and ultimately the rootkit can be hidden. Besides IAT hook, there are SSDT hook and inline function hook in kernel mode.
E. Rootkit technology based on Standards-driven model
This kind of technology is based on Microsoft's standard filtering mechanism, which is used to hide the rootkit. In the literature [7] [8], the filter driver technology is described. This technology is mainly used to hide files and ports.
Overall rootkit detection program design
Currently, some popular rootkit detection tools such as Wsycheck, Icesword, Blacklight, GMER, etc, are all using a single rootkit detection technology, and have serious limitations, and so cannot detect the rootkit effectively. This paper summarizes the drawbacks of the existing rootkit detection tools and proposes a new kind of method called as Multi-way based method (MWM). The key idea of MWM is the rootkit detection results are not dependent on a particular approach, but rather a final outcome of a variety of methods. This method has the advantage of being dependent on the strength of the overall detection methods. So as long as there is a detection method in the group which is not bypassed, the test results are valid. Rootkit hidden elements can be divided into two kinds: one is volatile data such as temporary data which are stored in the memory including process, drivers program, ports, etc., and the other is nonvolatile data which are usually stored in the disk.
In summary, the idea of the rootkit detection program design can be carried out in accordance to Fig.2 .
Figure 2. Idea of the rootkit detection program design
According to the idea of the rootkit detection program design, the rootkit detection results should include two parts: one is the detection result of the volatile data and the other is the detection result of the non-volatile data. In the first part, the detection result should include the result of the process, ports and drivers in order to get the result of the volatile data. In the detection part of the process and drivers, the MWM is used. In the second part, the detection result of files and registration table should be included in order to get the detection result of the non-volatile data. From all the above, the overall rootkit detection program is designed as Fig.3 . 
Proposed method
In this section, we proposed an improved method (software) to detect the rootkit, which is called as XAnti. X-Anti is based on the overall rootkit detection program proposed in the section III and provides the detection function of five rootkit hidden elements, such as files, registration table, process, driver modules, and ports, etc. X-Anti can be used by many operating systems such as Windows XP (normal, sp1, sp2 and sp3), windows 2003 (normal, sp1, sp2), Vista and Window 7 (under certain conditions). The main function of the X-Anti is shown in Fig.4 .
In order to test the method proposed, we choose three most famous and high-threatening rootkit backdoors which are FUTo, FHide and Hxdef100. In order to make a comparison, we choose some famous rootkit detection software such as Icesword, Rootkit Revealer, F-Secure BlackLight and GMER, etc. The final test results are shown in Table I (where "--" means the rootkit detection software cannot detect that kind of rootkit).
From the result of Table I , we can see that the overall test result of X-Anti is much better than other software. We can see from the test results of FUTo that X-Anti is the only software which can detect FUTo successfully. The reason is that MWM is used to detect process and drivers. In the process of FUTo detection, global symbol detection method and dynamic detection of X-Anti can all detect FUTo. So using MWM, the final result can include the detection result of FUTo. For FUTo driving test, because X-Anti uses MWM, so the process of FUTo can also be detected. But the rest of the software is not Multi-way based detection software, so they fail to detect FUTo. From the test result of other rootkits, we can see that only X-Anti and Icesword can detect these rootkits successfully. Therefore, we can draw a conclusion that X-Anti and Icesword work more effective than others. In summary, the results do reflect that the Multiway based detection method is much more powerful and effective. 
Conclusion and future work
In this paper, we propose a new kind of method to detect the rootkit, and the test results show that it works very well. In order to detect the rootkit more effectively, the design of the comprehensive detection program which is similar to that of this paper will be the important development direction. With the development of the rootkit technology itself, the new rootkit hiding methods will appear ceaselessly. The detection program can maintain effective only by updating test node and test technology timely.
In fact, the technology prototype designed according to the research of this paper is just a technological verification system of the rootkit, and it has not reached commercial standards. Through the further research, the stability and automation of this prototype detection program can be improved. So that it will be better to use, thus it can be applied to various related safety products and security evaluation process. 
